FLYNET: Micro and Nano Aerial Vehicle Networks
for Civilian Use ETH Zurich, November 3-5, 2014
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Supporting degraded mode of operation

In swarms/fleets of unmanned (aerial)
vehicles: theoretical Issues and
lllustrative scenarios Ig

Laboratoire Bordelais
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LaBRI, University of Bordeaux
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Goals and research topics of
our research group at LaBRI

Contribute to the definition and developme
of supporting middleware, tools and mechani
formally validated that make it possible to te
advantage of the mobile resources of a wire
network; develop scenarios/applications on toj
these resources.

Target systems

Secured fleets/swarms of autonomoHs
communicating mobile terminals

ew material; Author: Serge Chauenett

talks + n
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Initial project: CARUS
= RETEX

) ,/, & Ew— QooENG
7 MILCOMA20
,J/ L Netwyrks... Attaining the Value

CARUS, an Operational Retasking Application for
a Swarm of Autonomous UAVs: First Return on
Experience

Scual-1 Scual-2 Scual-3 Scual-4

DEMONSTRATION EN VOL
ZONE D'ESSAIS DRONE
DU CAMP DE SOUGE
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Swarming raises a number of
new operationnal iIssues

ew material; Author: Serge Chauenett

safety and emergency proced

talks + n

ground control stations, operators, regulatio
swarming today is unfeasable (in the real world)
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o Ref: 0006@2014-nov
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Swarming raises a number of new
mission oriented/algorithmic issues

ew material; Author: Serge Chauenett

talks + n

distributed system, local computation base
algorithms, construction of a global viesfthe
overall systembased on local information;
service location, security, unsecure boundarie
ground control stations, data fusion for situatio
management, etc.
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Autonomous systems
In the real life

Example:

— Network of cars

— Students on a campus

— Tactical military networks

— Crisis management ~

: @ ®
— Home networking, © " p

R
/4 JER

Paper.by Dana angluin
(populatien protocols)
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The nature of the network
changes

ew material; Author: Serge Chauenett

talks + n

= The nature of applications changes
group/community based, dynamic, ...

= The management/requirements of
security changes
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Degraded mode (scalabllity)

“classical separation between  “nominal
operation” and "faults" becomes untenable;
systems continuously operating under faults”

Werner J.A. Dahm, Arizona State University

in his keynote at

AIAA Guidance, Navigation, and Contraol Conference
19 - 22 August 2013, Boston , Massachusetts

Among the “faults” are
— Loss of a UAV
— Loss of a communication link
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= Think localy

Neither rely on communication, nore on the stability
of your neighbourhood

— this is most of the time ignored

— this leads to probabilistic mission sucess

« Always consider other scenarios — "What if 27 »

Georges T. Schmidt, Editor-in-chief,
AlIAA Journal of Guidance, Control and Dynamics

in his keynote on lessons learned in the Apollo GN &C Program

AIAA Joint Conferences
19 - 22 August 2013, Boston , Massachusetts
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Paradigm shift for security

I'm Alice

terial; Author: Serge Chauenett

Share keys, authenticate

Recognize
- Individually
- group/topic based
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Impact on security

The objectives must be lowered because of
unsecure boudaries

ew material; Author: Serge Chauenett

talks + n

Examples:

— entity based keye® group/topic based
keyes

— authenticate> recognize
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But ... this is real life (as in human crowds)

o Ref: 0006@2014-nov
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Paradigm shift for applications

ew material; Author: Serge Chauenett

How many people are there “

talks + n

Are there many people ?
(or approximate number, lower bound)
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Impact on applications

The objectives must be lowered because of high
Instability

Examples:
— counting—> lower bound
— covering tree> covering forest

But .. this is real life (as in human crowds)
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Our approach

Our approach
We work above the air frame level (mission oriented)
Algorithms always assume of operation
We garantee the missions are achieved
We use simulation ana
We run

Impact of the « » precept
— local computation based algorithms

— construction of a (by nature partial/false) globalw of the ‘overall
system based on local information

— underlying model based on graph relabeling (or sinafgsroach)
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Physical systems/fleets

Underlying dynamic grap

(image courtesy the
Smart Surface project)
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The swarms that we target

ew material; Author: Serge Chauenett

Airborne systems

Ground systems

Surface systems

Underwater systems

Sensor systems/embedded PDAs

talks + n
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(micro level: MEMS, smart dust, etc.)

o Ref: 0006@2014-nov
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Heterogeneous/multi swarms

.-"r ;
% ---u.-_-.i!l.l-i-llll-llu-.....'_‘_lﬁ.-:l
Aa e

.._.I._'....|.i.|+i--|..u-....h‘_“.'"

Source : http://www.cds.caltech.edu/~murray/projects/darpaOl-mica/

=

%

@

e

@)

()

o
P

(<)

n

.

(@)
e
=]
>
<
<
o
Q
—
@
(S
=
()
c
+

(9]
=
@©
+—
0
>
2
>
g-
£
o
S
LL
i
\
®
-
Ll
Q
N~
X
<
®
<
<
>
(@)
T
<
—
o
N
©)
©
o
o
(@)
“
()
(0 d

Serge Chaumette, LaBRI, University of Bordeaux = +2014




Laboratoire Bordelais de
Recherche en Informatique

Multl-swarms issues

Inter swarnrelationships

— What can we expect in terms of communication?

Different swarms, different models

mobility models
underlying graphs

how to combine therfd
How do they impact each other ?

What are the guarantees we can give about missions?
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Our approach: taking advantage of
the dynamic of the underlying graph
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Our approach: local computations
as relabelings over graphs

—> static graphs
- see [Litovsky, Metivier, Sopena 1999]

—> extension to dynamic graphs
- see [Casteigts, Chaumette, Ferreira 2(
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Selected references

[ I. Litovsky, Y. Metivier, and E. Sopena ]

Graph relabelling systems and distributed algorithins//orld Scientic Publishing,
edito&, Handbook of graph grammars and computing by graph transformation, volu
I, Eds.

[ Arnaud Casteigts, Serge Chaumette, Afonso Ferreira ]

Characterizing Topological Assumptions of Distributed Algorithms in Dynamic
Networks SIROCCO 2009: 126-140

Formalism to represent dynamic topology Combination

Evolving graphs [Ferreira 2004] Relabellings over Evolving Graphs
-0 ~ e as:
3 £ st—1

period tp — t1 period t; — t period t; — t: period t3 — ta
as ¢ as v e aq as ¢ _ge
= \ \ —

be dd
G

time

St =to, b1, b2, t3, s

Sho— >
86 = Go, G1, GZ~_§3J } 9 = (G, S, Sr) An execution is an alternated sequence of relabellings and topological events:

= _ ST = ) - c L i 3
Gl =i is the corresponding Evolving Graph. X=Rag,, oEvent,  o.cEvent, oRuy 0. 0Event, oRuay . (Go)

Tast [
We note . e set of all possible execution sequences of an algorithm A
| graphical representation | over an evolving graph G

Topology-related necessary condition: -Cyr(G) — X € X g | success.
Topology-related sufficient condition: Cs(G) —> VX in X4,g, success.

A .Casteigts, S.Chaumette, A Ferreira
A Casteigts, S.Chaumette, A.Ferreira cl izing Tc ical A ions of Dist. Algo. in Dynamic Networks
Ch izing T d ions of Dist. Algo. in Dynamic Networks
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Scenario 1: CARUS

Cooperative
Autonomous
Reconfigurable
UAV Swarm

Investigate: swarming, construction of a glo
view from local views, retasking
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,. ;_;-Swarm of Communicating UAVs at LaBRI

Swarm of Communicating UAVs at LaBRlI
Swarm of 5 autonomous UAVs deployed at LaBRI thanks to a partnership with the
Fly-n-Sense company.

Fly-n-Sense Products: Scancopter 4X

rotary wings (stationary flight)
MTOW: 2 kg

payload: up to 500g

wing span: 80cm

manual max speed: 15m/s
automatic max speed: 5m/s

endurance: up to 20min
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7

..._-".,:Eéoperaﬁve Autonomous Reconfigurable UAV | ar

Wi, AT e

CARUS
Project of the LaBRI, conducted in the framework of the GIS

Albatros, made available to Aetos, the UAV cluster of the
Région Aquitaine.

@ 5 UAVs sharing the visit of a 15 points grid.

@ When an incident appears on a point, a UAV detects it
and lands.

The rest of the fleet shares the set of points that are no
longer assigned.

All decisions are taken in the air without any ground
intervention thanks to broadcast communications.

AQUITAINE

Al
!{I‘J fa —_—ra oAl == B
A ] =1 /A | 1 E
fi N Leitele i M + L FuU=i I=J€ 15

Serge Chaumette, LaBRI, University of Bordeaux:=



Recherche en Informatique

CARUS : Cooperative Autonomous Reconfigurable UAS Swarm Laboratoire Bordelais de Ig

A& project of LaBRI conducted in the gramework of th e GIS Albatros, made available to Aetos,
tBe UAV cluster of Région Aquitaine

Ll..

adloatros 4

THALES

4‘ Fly-n-Sense

e
————

Bordeaux Technowest

TS

Scual-1 Scual-2 Scual-3 Scual-4 Scual-5

d=
O
()
(@)
p—
(<5}
(99}
[
o
d=
-
=)
<
s
S
(]
=
©
S
=
()
c
+
(9]
=
©
-
[2])
>
i)
>
é’
=
(@]
S
LL
0
5
—
®
—
L
Q
N~
S
<
—
S
<
<
>
o
T
<
—
o
®
(o]
o
o
o
“
(&)
o

Serge Chaumette, LaBRI, University of Bordeaux: =




Recherche en Informatique

CARUS : Cooperative Autonomous Reconfigurable UAS Swarm Laboratoire Bordelais de Ig

A& project of LaBRI conducted in the gramework of th e GIS Albatros, made available to Aetos,
tBe UAV cluster of Région Aquitaine

Ll..

adloatros 4

THALES

4‘ Fly-n-Sense

e
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Bordeaux Technowest
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REGIOMN

Scual-2 Scual-4 Scual-5

d=
O
()
(@)
p—
(<5}
(99}
[
o
d=
-
=)
<
s
S
(]
=
©
S
=
()
c
+
(9]
=
©
-
[2])
>
i)
>
é’
=
(@]
S
LL
0
5
—
®
—
L
Q
N~
S
<
—
S
<
<
>
o
T
<
—
o
®
(o]
o
o
o
“
(&)
o

Serge Chaumette, LaBRI, University of Bordeaux: =




Recherche en Informatique

CARUS : Cooperative Autonomous Reconfigurable UAS Swarm Laboratoire Bordelais de Ig

A& project of LaBRI conducted in the gramework of th e GIS Albatros, made available to Aetos,
tBe UAV cluster of Région Aquitaine

Ll..

aloatros 4

THALES

A Fly-n-Sense

S —
4 —
———

Bordeaux Technowes!

G

AQUITAINE Scual-4 Scual-5
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U/,W DW/\RM

ZONE__D'ESSAIS DRONE
DU CAMP DE SOUGE
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Scenario 2 : ASIMUT

ICET 2 project

Aid to Sltuation Management based on
MUItimodal, MUItiUAVs, MUItilevel acquisition
Techniques

. I
o Z4 Fraunhofer I H A I E 5
UNIVERSITE DU
LUXEMBOURG LaBRI

Coordination : THALES Systemes Aéroportés  Technical and scientific lead:  LaBRI, Université
SAS. de Bordeaux
Name : Gilles Guerrini Name: Serge Chaumette
Email: Email :
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Investigate: multi-level swarming and loa
sharing
2
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ICET 2 Programme

Second Joint Investment Programme on Innovative
Concepts and Emerging Technologies (ICHT

European Defense Agency
www.eda.europa.eu

The second Joint Investment Programme on
Innovative Concepts and Emerging Technologies
(ICET 2) aims at fostering the development of ‘new,
Innovative technologies that have great potential for
future military development.
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ASIMUT — Scénario (ct

Scenario : Surveillance of Area multi-UAV . DeteCt'On
: : P 7 (radar/ EW)
withEQ/IR Cueing -

Uav information

Communication with UAV swarm R data

EOQ/IR Acquisition

=2\

Detection

T i

Intelligence centre
Situation Awareness
Learning Techniques

Use case could be used for Needs Definition and Evaluation

‘ Wide Surveillance Area ‘

Serge Chaumette, LaBRI, University of Bordeaux =
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Asimut - Scenario

A high altitude UAV is equipped with detection means givingo@ad view of the field.
Following the acquisition of a measure indicating the ooence of an event it 'directs’ a
swarm of medium or low altitude UAVs to a specific geographiarea in order to refine the
measures or to achieve additional acquisitions with othretskof sensors (optical, ESM, ...).

The system can partially rely on multimodal acquisition evhrequires to merge the collected
pieces of information (a UAV can have multiple sensors amdsnsors of the WAVs of the
swarm may be different), to support situation management.

The swarm (or the set of swarms), in total autonomy from theugd and even though
experimenting external disturbances (loss of messagasdtance ), must (i) reconfigure itself
according to the new area to be monitored and (ii) reorgaitssedf based on the embedded
sensors, so as to best achieve the measurements (andngesdéntifications), ‘which also
depends on the measurements already performed (feedb@gkdameasurement'made by a
UAYV in the swarm can lead to the decision to reroute anothenelwith another type of sensor
to explore a specific site). Information are partly proesssocally and / or returned to the
Fulmar type UAV or to a ground station.

The implementation of this system requires proper manageonfecommunications and data
exchanges (interoperability), modeling and formal valmaof the procedures and algarithms
that are implemented.
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Scenario 3: information sharing TI

between loosely coupled convoys

ew material; Author: Serge Chauenett
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— funded by the French Army (DGA)
e One postdoc hired at Bordeaux and located at USMA
West Point

— funded by ONRG under grant /faward N62909 - 1
-1 -N193 and ARL

e ONne postdoc in Bordeaux (open position!)

Investigate: communication between loos
coupled swams
2 p
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Issues and solutions

Cannot rely on opportunistic approach

this could work for VANets for instance but not in our context

—-> A data mule can be used

Assumptions found in the litterature

— Asumption 1: There is a single authority in play

— Asumption 2: The mules are stable nodes

— Asumption 3: RV can be planned in space and time
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Al

Our goal

We wish to propose a systemwhich mules can belong to
different authorities, we have no expectation about th
stability, and there is no scheduled rendezvous betwsg
them

When a piece of information has to be delivered temote
convoy, It Is given to a mule which carries it tpradefined
(delivery) point.

Two configurations are then possible:

— ground relay

_ mule-mule RDY <=

p]
%
@
=
@)
(]
(@]
P
()]
(9p)
T
o
=
+—
=}
<
o
f—
()
-
@
S
=
(]
=
+
9]
=
@©
-
0
>
8
S
.g'
E
o
S
LL
5
5
®
'_
L
Q
N~
&
<
®
<
<
>
o
T
<
—
(@]
AN
®
(o]
o
o
(@]
o
(O]
x

erge Chaumette, LaBRI, University of Bordeaux: =




ire Bordelais de —q

The weak rendezvous
approach

The usual rendezvous is replaced by a waliti
time at the rendezvous point (we callveeak
rendezvousto walit for the possible arrival of
the other mule.

ew material; Author: Serge Chauenett

talks + n

This walting time Is computed localy by the
mule based on the global view of the system
that it has been able to build.
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S cen ari 0 4: e
Current work on a set of collaborative
heterogeneous swarms

ew material; Author: Serge Chauenett

Scenario Agar bage collection in a park
funded by the French Army (DGA) and
Région Aquitaine

talks + n

Scenario Bgar bage/mines search and destroy
with UAVsS, UGVs, UUVs
funded by the French Army (DGA), Région
Aquitaine and Thales
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Scenario 4.A: ParC-S2

Investigate: service discovery/location a

GCS for swarms
-

Serge Chaumette, LaBRI, University of Bordeaux =
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- Blue garbage
- Red garbage

- Blue robot
- Red Robot

- UAV

The JBotSim Library (Arnaud Casteigts)
http://jbotsim.sourceforge.net/
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The server synchronizes the
Groung Control Station and
the connected mobile devices

Ground control station

Server app.

Client app. Client app.

Mobile devices

M2UV Software solution

Collaborative work: Different users such as analysts, observers or technicians can chose to display any available
information on their mobile devices, according to their user profile.
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Vision du drone 4

Elevation
Communication
range
Sensing range

hybrid || terrain || roadmap |

| reboot payload |

Vision du drone 1

Ml Elevation
B communication
range
Sensing range &

| | satellite ). hybrid |

i
] reboot payload
-n

Vision du drone 2

Elevation
Communication
range
Sensing range 10}
satellite ||

| reboot payload |

hybrid | | roadmap |

Vision du drone 3

Elevation
Communication

Harlem Meel range

Sensing range L&)
satellite || hybrid |

; | reboot payload |
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Conclusion
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We are facing extreme conditions and we
must still guarantee
— Succes of missions
— Safety of the persons,
safety of the vehicles

ew material; Author: Serge Chauenett

talks + n
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Major directions that
should be further explored <

Hardware and operation
— Localization, sense and avoid

— Management by ground operator(s) + regulation (which
we can impact)

Application level
— Authentication, id. management
— (local) computation under mobility and

communication constraints
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